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Abstract – Cloud computing is very latest technology which 
is widely used now a days. There are many security threats in 
this network. Encryption is the only effective way to maintain 
the privacy and which provides the security in cloud 
computing. AES encryption algorithm takes a lot of time for 
computations. So a novel technique has proposed based upon 
KAMAN filters. In this paper,  KAMAN filtering scheme is 
used to provide security to the cloud so that attacker will 
unable to hack the information. 
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I. INTRODUCTION 
 
Cloud computing had attained a lot of popularity due to its 
well-situated on demand access to its resources like storage 
servers, network, services etc.  In many efficient ways it can 
be easily accessed and released [6]. Cloud basically provide 
three types of service infrastructure as a service (IAAS) 
software as a service (SAAS) platform  as a service (PAAS). 
But cloud’s prime concern is the security of data stored and 
accessed on cloud. Many surveys had shown that the 
organization’s prime concern is the security of their data on 
cloud. They lose their control on data as soon as it is stored on 
the cloud. It do not have any physical control on data and not 
even any information that how the data is protected on the 
cloud i.e. which encryption is used to protect their data and 
how strong it is. Basically cloud users are more fretful about 
its data security, privacy, and availability. Various security 
attacks can be triggered in cloud [7]. The first is inside attack. 
In this attack  a multi-consumer model, here multiple user are 
present under the same domain as cloud accessing the same 
application or hardware. In this generally user has lack of 
knowledge like cloud service provider  by the cloud to store 
their data. What are the various encryption scheme CSP is 
used to protect their data, handling of key sharing, 
Relationship between third party module and cloud service 
provider. These various facts provide the loopholes for the 
casual hackers and the malicious insiders that can sell user 
private data to some other competitive organizations. The 
second is outside attack having wider infrastructure [8].  It 
finds the weakness in the API and can get access user private 
data which will lead to harm the user as well as the CSP. Third 
is data losses  when the data is present in the organization the 
user can put various levels of access  restrictions on the data 
but as soon as the data is delivered on the cloud, the user loses 

its control on the data [3]. The access restrictions are different 
in both shared environment and in organizations.  Data loss 
may be occurred due to the interference of an unauthorized 
party [11]. In cloud same application is shared by the multiple 
users and also with the help of virtual machines (VM) same 
hardware can be shared. Moreover VM to VM attack is 
possible if proper isolation cannot be done. This will lead to 
information leakage [9].  So the Encryption is one of the 
methods to provide security to the data. One encryption 
scheme is homomorphic encryption which defined that treat 
the cipher text as the plain text. According to it first of all,  the 
data is stored in encrypted format on the cloud and when user 
send some inquiry for the data on cloud, all the calculation is 
done on encrypted data so the confidentiality and privacy of 
the data is protected on the cloud  [10]. But here key sharing 
and key management issue arises. The issues are like who will 
store the keys that are used to encrypt the data on cloud. It 
created loopholes for local environment with key sharing. So 
to overcome this problem a novel technique will be proposed 
based upon AES.  This paper is organized as follows section 3 
will give the description of AES. Section 4 will define 
Proposed Methodology section 5 will describe experimental 
results and last section will define conclusion. 
                  

II. REVIEW OF LITERATURE 
 
In 2012 C.Wang analysed for the essence of these problems 
indicates that the introduction of an external trusted third-party 
audit (TPA) mechanism is important and indispensable for the 
protection of data security and the reliability of services [1] .In 
2009 A.Parakh, S.Kak stated that  the world of computation 
has changed from centralized to distributed systems and now 
we are getting back to the virtual centralization (Cloud 
Computing).The cloud computing, the service and data 
maintenance is provided by some vendor which leaves the 
client/customer unaware of where the processes are running or 
where the data is stored. The present SLA’s discuss only about 
the services provided and The waivers have to be made 
according to the type of business done by the customers. 
Besides the waivers the SLA has to discuss about many other 
issues like security policies, methods and their   
implementations[2]. In 2012 D.chen provided a concise but 
all-round analysis on data security and privacy protection 
issues associated with cloud computing across all stages of 
data life cycle. Then they discussed some current solutions. 
Finally, they described future research work about data 
security and privacy protection issues in cloud[3] According 
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to service delivery models, deployment models and essential 
features of the cloud computing, data security and privacy 
protection issues are the primary problems that need to be 
solved as soon as possible. Data security and privacy issues 
exist in all levels in SPI service delivery models and in all 
stages of data life cycle.  In 2012 J.Han defined that Cloud 
Computing is mainly about offering services on pay per user 
basis. It provides Storage-as-a-Service, where data owner can 
store their data in the cloud[5]. Data is biggest asset to an 
organization and how confidentiality, authentication and 
access control can be outsourced. There is a threat to data 
owner that if CSP is malicious or has some vulnerability. At 
present, there has been a lot of attention on cloud data 
security. This model shows how authorized user can securely 
access the data stored by data owner. The combined approach 
of access control and cryptography is used to protect the data 
that now resides at cloud. In 2012 S.Kaur’s main focus was 
given to highlight the security aspects of data storage from 
perspectives of threats and attacks from one side and 
approaches for solutions from the other side. She also 
proposed an effective and flexible distributed scheme with two 
salient features, opposing to its predecessors. This scheme 
achieves the integration of storage correctness insurance and 
data error localization. She suggested a methodical application 
of “defence in depth” security techniques that can help 
assuage security risks in networked storage. More importantly, 
a defence in depth based networked storage security policy 
provides a comprehensive framework to put paid to future 
attacks as the current technologies are more clearly understood 
 
III.  ADVANCED ENCRYPTION STANDARD 
 
AES is an advanced encryption algorithm. It is also known as 
Rijindael. It is used to provide security to the information. It is 
a symmetric algorithm which has provides different key 
lengths of   128, 192 or 256 bits [13]. AES of key length of 
128 bits is widely used.  The encryption process consists of 10 
rounds of processing for 128-bit keys. Last round in each case 
has different round, but all other rounds are identical. 16 byte 
encryption key, in the form of 4-byte words is expanded into a 
key schedule consisting of 44, 4-byte words. The 4 x 4 matrix 
of bytes made from 128-bit input block is referred to as the 
state array. Before any round-based processing for encryption 
can begin, input state is XORed with the first four words of 
the schedule. It consists of four steps: 
1.  SubBytes:  It is a non-linear substitution step where each 
byte is replaced with another according to  S-box i.e. lookup 
table 
2. Shift Rows: It is a transposition step in which each row of 
the state is shifted cyclically a certain number of times. 
3. Mix Columns: It is a mixing operation which operates on 
the columns of the state, combining the four bytes in each 
column 
4. Add Round Keys: In this round each byte of the state is 
combined with the round key; each round key is derived from 
the cipher key using a key schedule. 
This algorithm performs well in both hardware and software 
environment. It has more speed than DES. It has no serious 

weak keys. Moreover it has multiple key.  There is no 
differential and linear cryptanalysis trigger on it yet 
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Fig.1.1 AES working 
 
3.1 KAMAN Protocol: 
KAMAN is Kerberos Assisted Authentication Scheme in 
Mobile Adhoc Networks. In KAMAN model the mutual 
authentication procedure between nodes and server is 
explained. It is as under:- 
Suppose two mobile nodes are node 1 and node 2. Server1 and 
server 2 are the authentication servers. When mobile node 1 
wants to communicate with node 2. Node1 and node 2 should 
be mutually authenticated with the authentication server. For 
authentication, node 1 requests for a ticket to server 1. When 
node 1 has been successfully authenticated, server 1 sends 
ticket to node 1.Ticket contains the virtual ids of node 1 and 
node 2.  Shared key communication between node 1 and node 
2 is encrypted with shared key and tickets are encrypted with 
public key of node 1. When node 1 receives ticket, it decrypts 
the ticket with its own private key and encrypts the same ticket 
with the public key of node 2. When node 2 receives, ticket 
from node 1, it will decrypt that ticket with its own private 
key. After receiving the ticket, node 2 sends acknowledgment 
to node1. On receiving the acknowledgment node 1, starts the 
communication with node 2. The servers, server1 and server2 
have been replicated. In KAMAN, we have assumed that 
hashed passwords are stored on the authentication servers and 
each server is mutually authenticated with other server. But 
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when we talk about large number of nodes present in network 
then a ticket replay attack is possible.. When node asked, for 
the ticket from server, it has been granted to the node with the 
session key. The session key indicates the tenure of this 
communication. In the network, malicious node drops the 
packet and next nodes will not be able to receive the packets. 
In this model, a malicious node gets the session key from the 
server. When the legitimate node asked for the ticket, it 
changes the session key and sends to the legitimate node. Now 
the malicious node listens the communication and may even 
change the messages. When source gets successfully 
authenticated to Server, Server then issues Ticket to source. If 
the ticket is successfully received by the source afterwards, 
source passes that Ticket to destination. When destination 
receives, the Ticket it sends the acknowledgement to source. 
Ticket contains the shared key which is generated by the 
Server. Data exchanged between source and destination is 
encrypted by using shared key. Server 1 and Server 2 both are 
mutually authenticated. The servers are self replicating and 
keep on producing their replicas from time to time.  
 In KAMAN, we have assumed that hashed passwords are 
stored on the authentication servers and each server is 
mutually authenticated with other server.  
 

 
                   Fig.1.3 KAMAN Operations 
 
As, shown in the figure 1.3, when the client wants to 
successfully authenticate with the application server. It needs 
to get the hold of the ticket which it presents to the application 
server. For getting the ticket, client communicates with the 
key distributed center components. Authentication server and 
Ticket Grand server are the two components of Key 
Distributed Center. Following are the messages which are 
exchanged between the client, Key Distributed Center and 
Application Server for successful Authentication:- 
Message 1: Client sends its identity to the Authentication 
server and requests for the ticket (TGT). 
Message 2: When authentication server successfully validates 
the identity of the client. It provides the TGT to the client, 
which then decrypts the TGT with its own hash password. 
Message 3: When client gets the TGT, it presents TGT to the 
ticket grand server to receive the service ticket. 
Message 4: When Ticket grand server verifies the TGT, it 
provides the service ticket to the client. 

Message 5: When client gets the service ticket, it then presents 
the service ticket to the application server for mutual 
authentication. 
Message 6: When the client and server are mutually 
authenticated, server provides the session key for secure 
communication between two. 
 

IV. PROPOSED METHODOLOGY 
 
The encryption and decryption algorithms are used for 
security issue and the data integrity check will be done by the 
third party.  In such algorithms of encryption and decryption 
lot of data computations and time is required for setting up a 
secure data connection.  In this work, we will propose new 
algorithm with will require less computations and time for 
setting up a secure connection. The major challenge of cloud 
data storage is the security.  There are many security 
algorithms are present in the cloud. To provide security in 
cloud DES, AES these types of algorithms are required. AES 
is the algorithm which is used for security purposes. The in-
legitimate users can upload the malicious data on the cloud 
storage which will infect the cloud storage. To overcome this   
challenge, the technique of data auditing is been proposed. 
Under the technique of data auditing various algorithms has 
been proposed. Among all the algorithms third party auditing 
is the most efficient and reliable technique. The main issues in 
third party auditing scheme, is that the users private data is 
exposed to the third party. The third party auditing technique 
will be failed, if the third party will be malicious. To 
overcome these two problems, the novel techniques will be 
proposed, which is based on the filtering. At the virtual 
servers, filters are applied which will filter the malicious data. 
This technique will enhance the security and reliability of the 
cloud data storage.  The proposed scheme will be 
implemented on NS2. 
  

V. Experimental Results 
In this paper, AES encryption has been implemented. But it 
has some drawbacks like speed of computations. To overcome 
this, a novel technique has been proposed which is based upon 
KAMAN filter. The simulation has implemented on Network 
Simulator Version 2. 
 

 
Fig.3.1 Delay 
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As illustrate in the figure 12, The network delay is more in the 
old scenario and in the new scenario it is reduced due to the 
new proposed algorithm which had less computations as 
compared to existing one.  In this work, two scenarios have 
been generated in NS 2, 2.35 and modification is made in the 
AODV.cc and AODV.h file to implement AES algorithm and 
KAMAN algorithm. The AES keys which are generated with 
AES algorithm and are stored in the text file. To make nodes 
which are shown in the simulation are modified according to 
their functionality. The KAMAN algorithm is light weight 
algorithm as compared to AES algorithm because it need less 
computation time and use public and private key cryptography 
to encrypt and  decrypt data. In the figure throughput of the 
network is represented , in old algorithm AES is used and in 
new algorithm KAMAN is used for data encryption  . The data 
will be stored in the trace file which have .tr extension and  
these trace files are auto generated files when you will run .tcl 
file  When the algorithm is light weight it will take less time to 
encrypt and decrypt the data due which delay will be reduced 
in the new algorithm as compared to AES algorithm which 
will use more time than KAMAN to encrypt and decrypt the 
data 
.   

 
Fig. 3.2   Throughput 

 
As illustrated in the figure 3.2, the comparison is made 
between two protocols these protocols are AES encryption 
scheme and KAMAN encryption scheme. In this work, two 
scenarios have been generated in NS 2, 2.35 and modification 
is made in the AODV.cc and AODV.h file to implement AES 
algorithm and KAMAN algorithm. The AES keys which are 
generated with AES algorithm and are stored in the text file. 
To make nodes which are shown in the simulation are 
modified according to their functionality. The KAMAN 
algorithm is light weight algorithm as compared to AES 
algorithm because it need less computation time and use 
public and private key cryptography to encrypt and  decrypt 
data. In the figure throughput of the network is represented , in 
old algorithm AES is used and in new algorithm KAMAN is 
used for data encryption  . The data will be stored in the trace 
file which have .tr extension and  these trace files are auto 
generated files when you will run .tcl file   
 

VI. CONCLUSION  
In this paper it is concluded that encryption algorithms require 
lot of data computations and time is required for setting up a 
secure data connection. This whole process consumes a lot of 
energy. In this paper we have developed a new algorithm 
which requires less computations and time for setting up a 
secure connection. In this technique AES has been replaced by 
KAMAN protocol.  KAMAN pocol is more secure and has 
less computation to calculate. So this requires less energy than 
AES. 
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